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AN95UN 183U

(1) wINIVITIAY

NEISO700  swleuisniside 3(3-0-6)
(Research Methodology)
Usduneu : lud
Prerequisite : None

Ariinseunquitateiiisitestu nsnuniuassunssy nafvuadymide n1sdustegnsdoya N3

g’qauuﬁgm MMVUAIBNITNAFOU MTIANE MIAATIEINANIINAGOU N1TATUNANITITY

This course includes : Literature review; defining research problems; sampling method; assumption;

testing methods; assessment; result analysis; conclusion of research results

NEISO701  Adlafansdvmsuauive 3(3-0-6)
(Mathematics for research)
Jandsuneu : 1dd
Prerequisite : None
Jniinseunquitideiiieatostu nguien sy msliereidaan add oynsy noudiduanes
Bsnefivngay nouinaw
This course includes: Set theory; probability; numerical analysis; statistics; series; queueing theory;

optimization method; graph theory

NEISO706  LA3e9umaNiInes 3(2-2-5)
(Computer Networks)
FdsRuneu ; Lidl
Prerequisite : None
Jniinseunquiideiiieatestu amsumsihnueietsroufinnes uwuuassmehauszuueietie
wuu FEleft mavheuvednsTnaeatuwendindu msvhendnsinaeatiuaiotis msvhaulnsinaeadu
A9 nahauedetneriosunuulfane
This course includes: Overview of computer network; TCP/IP Model; application layer protocols;

transport layer protocols; network layer protocols; link layer protocols; wireless LAN

NEISO707  mdnnmsdrdayvesausiuaslaendosyuvatsaume 3(2-2-5)
(Fundamental of Information System Security)
Andsdunou : Ll
Prerequisite : None
Jnilseunquindefiieadesty fugruaruiiuaslasafossuuarsauna walulaBnisdearsdoyavu
Sumesiln Uuuunsland Augnay wagdoslnisineg nsmuAuATdnds Msumsianisanusiuag

Uaoady N1I0519d0U ﬂ"liVlﬂﬁ’e]‘ULLagﬂ’]iLEjW@ IUANNAUAIUADANYTLUUANTAULNA

12



uAa. 2

This course includes: Basic of information system security; Data Communication on Internet; attacks
threats and vulnerabilities; access control; security administration; auditing testing and monitoring on

information system security

NEISO708  n9sfuulushnsusmen sIansun 3(2-2-5)
(Script Language Programming)
FvsAuneu : Ll
Prerequisite : None
Aniaseunquihdefifsitosiu ndnnisesnuuulusuny Tuneunarisnadeulusunsudnasedeansniiu
w3av1e Ineldniwansus nsleuluswnsudnsadeniin nsdeuluswnsulrawauidsuiies; nsesnwuu
wasiauilnsinaealumsindedears nsdeulusunsufiedinssiuiiafin madeulusunsudussuy
fnwiamsiuasasady msUszinanateyauulasessiie
This course includes: Principles of programming; procedures and methods in network programming
by using script language; program design; socket programming; client/server programming;
communication protocol design and development; packet analysis; security Programming; server data

processing

NEISO709  windlansainduasinhe 3(2-2-5)
(Switching and Routing Techniques)
FwrdeAunien : NEIS 0706 asavnenauiiines
Prerequisite : NEIS 0706 Computer Networks
Anilaseunquindeiifudostu hRanesiudu 5w leoatien Slafensfi mssenuuuiaTetneviosiu
wdathevisiumaiiou nadisseniaeieteviosiuwaiiou inferneviesiulians Welnneagasiogn sy
F188 398N13AIVANNITUIAT MILUAIMNBLaUFILAATDYY
This course includes: Routing algorithm such as RIP, OSPF, EIGRP; LAN design; virtual LAN; inter VLAN
routing; wireless LAN; point to point protocol; frame relay; access control list; network address

translation

NEISO710  anusfunsUaensfouuaietne 3(2-2-5)
(Network Security)
Futaduneu : NEIS 0706 LATeU8AaURILADS
Prerequisite : NEIS 0706 Computer Networks
%mﬁma‘uﬂquﬁ’aﬁﬁaﬁﬁm%aﬂﬁu ANTIYDIANLTUADIETAUMALAL ST UUIAT Y18 ST TaGULUY
AUNINT NITIIIRAFURUUNYRIATITUE N15TEAUAINUTestann 151088 svuunsIaFudunsn AIY
ﬁummaaﬁu mmﬁumwaa%maé ‘LlIEJU"IEJLLa%iJ’miﬁ’mﬂ'ﬂiJﬁuﬂﬂ
This course includes: Overview of information and network security; symmetric cryptography; public-

key cryptography; authentication message; firewall; intrusion detection system; web security; email

security; security standards and policy

13
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NEISO711 mmgm‘ﬁ'Lﬁ'msﬁaqﬁ'umﬁﬂmﬁzwmiaumﬂ 3(3-0-6)
(Information System Management Related Standards)
Fdsduneu : lud
Prerequisite : None
Jniinseunquitideiiieatostu tnsgu waen1sUFURTS lunsdanisansauma spsgiunsdanisaa
ﬁUQﬂﬁ’ﬁﬁumﬂ :u'1migmmw%msmmﬁaLﬁaqqiﬁa iJ']G]iﬂ’]‘lJﬂ’]i’fﬂyﬂﬂ’]iﬂ’l'liJLg?J\‘i Wi TIL  1S022301
ISO27001 I1SO 31000
This course includes: Best Practice and Information Management Standards; information security
standards; business continuity standard; risk management standard such as Information technology

infrastructure library (ITIL); ISO/IEC 27001; ITIL ISO 22301; I1SO 27001; ISO 31000

NEISO712  n1sUszadanauunaInbasnIsledau 3(3-0-6)
(Cloud Computing and Implementation)
FwrdeRunen : Ll
Prerequisite : None
Anilaseuequihdeiifisitostu anidnenssusnequuaand Wy eaielewed feteled loioieted AaI
@ yruead Aandassuy wallaBilinuiuaand wu nestialawiu randaneiss dnszane
Tvan mnusiunsUaendsuuaans wu dofvuauasngius saudannsgiusisgmaduauiuasaonde
asauma msdesiutoya nsmevauswiemnnsalinund Bnsindeuiedeyalugaars
This course includes: Cloud Architecture such as SaaS, Paas, laaS; private cloud; cloud community;
public cloud; cloud related technology such as virtualization, cloud storage, load balancer; cloud
security such as information security regulation and standards; data protection; incident response;

mitigration methodology

NEIS0713 NFUSUIIATOUNELAZIZUY 3(2-2-5)
(Network and System Administration)
Autaduneu : NEIS0706 1n3etuneuiLmnes
Prerequisite : NEISO706 Computer Networks
%ﬁmamquﬁ’rﬁaﬁLﬁm%’aaﬁu ﬁugmmsu%mﬁmmiswu WeuisruuljuRnisd1eg n13danns
wihgaud madansinduagmaifiuanusiuasasndsliunssuy msufiRsuanuiuasasadeludu
NSUIMITINNITILUY
This course includes: Fundamental of systems administration; operating systems; memory

management; file management and system hardening; security practices in system administration

(2) KuAINIYIFUNUN
NEISO702  &uuun 1 2(0-4-2)

14
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(Seminar 1)

JveRuneu : 1dd

Prerequisite : None
TnAnwusazauarldsuteunnglivhnmsinwnanudseiifedosngldnslisuusiimeensdivsnm
Tuthsanenanisane dhdnwassiesdsaulierassivsnm
Each student is assigned to study relevant research works under advisor’s guidance. By the end of

the semester, each student is required to submit a report to his/her advisor.

NEISO703  &uuun 2 2(0-4-2)
(Seminar i)
Av1UeRuneU : NEISO702 duaun 1
Prerequisite : NEISO702 Seminar |
sewflosanduuw | Shnwwsazauazldsuneunnglivhnsinvmanidsefiudiuneldnistauug
Ya9e1913567U5 N lugrslanenanisfine thanwazfesdsseaunisineiliiuenassivsnm
Following from Seminar |, each student is assigned to study research works under advisor’s guidance.

By the end of the semester, each student is required to submit a report to his/her advisor

(3) ¥U2AIVIINYTNUS
NEISO704  Anenilwus 1 10(0-0-30)
(Thesis 1)
Jdenuney : U3
Prerequisite : None
TnAnwusazeuarlasuteunnglivhnmsinynaniudsefiieidemwasduiunsisevesmuasneldnisls
fuuzthveseansefiuinedinendinus  Tudrslareaianisine dhAnwasdesddaseiainednusuaz
UEUslATIININYENUSABANENTIUNTEOUINGTINUS
Each student is assigned to study relevant research works and conduct his/her research works under
thesis advisor’s guidance. By the end of the semester, each student is required to submit a thesis

outline and present it to the committee

NEISO705  Aneniwus 2 10(0-0-30)
(Thesis 1)
FnUeAunew : NEIS0704 Inendnus 1
Prerequisite : NEISO704 Thesis |
ﬁfﬂﬁﬂmLwiazﬂua]ﬂﬁ%“umwm81*151’9?1Lﬁumﬁﬁﬂﬁm%augiaﬁmaiﬁﬂﬂiiﬁﬁﬂLLuzﬁwaﬂmmiéﬁﬁﬂm
Ientinus  Turrslanenianisdinel dnAnwagiesdnineninusuariausInerdnusaonusnssunsaau
Ineinus
Each student will have to complete research works under advisor’s guidance. By the end of

semester, each student is required to submit a thesis and present it to the committee

15
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(4) ¥u203Y7 NSANEIAUATIDETE
NEISO714  asAnwiAuaIdase 1 3(0-0-9)
(Independent Study 1)
Fdsauneu ; Ll
Prerequisite : None
TnAnwusasauarldsuteunnglivhnmsinende fawssuunuiisadestumaluladssuuniotis wie
ausunsansauna neldnsTimuuiivetenssivine  ludiUaeninnisdne Snfnwassiosds
TnsasesssuuiildoanuuuniofnwuaziiauslasssauesssUUSoNSAN YR ANENTIUNS@OU
Each student is assigned to study or develop works related to networking technology or information
security under IS advisor’s guidance. By the end of the semester, each student is required to submit

a IS outline and present it to the committee

NEISO715  AsAnw1AuAIDEsY 2 3(0-0-9)
(Independent Study II)
dsAunau : NEISO714 ns@nwAuaidasy 1
Prerequisite : NEISO714 Independent Study |
TnFnwusarauiinisfinuivse Wauissvvanuiieadestumaluladszuuniedis vie Anuduas
ansauma Wiauysal meldnmslifuugnivesennsdivinumsnyimenues  Tutisuarsnianisinw
ﬁfﬂﬁﬂwwsé’fandqmEJmuLLaxﬁwLauaamawwww’%amiﬁﬂmﬁamy‘izﬁiwmm FOAUYNITUNITADU
Each student completes his/her study or works related to to networking technology or information
security under IS advisor’s guidance. By the end of the semester, each student is required to submit

a completed study or works and present it to the committee

(5) BUINIVUADNLVUS

fl. LYUITZUULATDUIUDIANS

NEIS0720  n3etneviosauldans 3(2-2-5)
(Wireless Local Area Network)
Furdaruneu : NEISO706 LASaUgADURiMDS

Prerequisite : NEISO706 Computer Networks

Y o o Y o °

Anilnseunquindeiifsdostu mevhauiiuguveanaluladindedislfaseianeg Tasiuluissuy
wietnglfaneviosdu Fwhauiiulnsinaea EEE802.11 1Jundn Anwdenalnnisiauvesnisidids
donand wsusneg anusunsUasnsds n1slsufis nsdrsaled mseenuuuiaievielfany

This course includes: Wireless network technologies; focusing on Wireless LAN mainly on IEEE 802.11;

Study of media access control mechanism; framing; security; roaming; site survey; wireless LAN design

16
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NEISO721  walulagnsevigadeln 3(3-0-6)
(Modern Networking Technology)
A103AUNDU : NEISO706 LATU8ABNNINDS
Prerequisite : NEISO706 Computer Networks
Anilnsouaquihdeiiieatesiu senduasaliidnida indsaileidunednalatiotu aunmvesuing
AunnasUsEauUNsallld Aaradaeuiafne Bumedidnluynds msfnvianuduscaendsuuaiors
adle Tl
This course includes: Software defined network; network function virtualization; quality of service;

quality of experience; cloud computing; internet of things; security on modern networks

NEISO722  weluladgudnanstoya uazmssiasurdouaiiou 3(2-2-5)
(Data Center and Virtualization Technology)
Ftaduneou : 1idl
Prerequisite : None
%ﬁﬁlﬂsaumuﬁﬁaﬁLﬁ&lﬁaﬂﬁu nseenkuUANgNateoya mmﬁ’umﬂaamﬁa‘uad@uéﬂmﬂ%’auﬁa NITUY
MszvenAIoNsdie Inslneearesnguiadossidns nslnaeafidrdyuonnietnetuil 2 was 3 n1sdans
\Sesusivng Uszdvsnmussgunsaflugudnansdeya
This course includes: Data center design; data center security; server load-balancing; server farm
protocols; layer2 and layer3 essential protocols; server management; performance of data center
devices
NEISO723  Floledl waznisdeansuuugdind 3(2-2-5)
(VolIP and Unified Communication)
Ataduneu : NEIS0706 1n3etuneuiLmes

Prerequisite : NEISO706 Computer Networks

' '
d v o 4

%wﬁmamquﬁﬁaﬁ'maasuaqu nsdeanstoyawuuuiinio; Insinaeaiieadesiuilolef ausiua
Uaeaseuwileled msdduananedilelefivavnszuiunmsinsinse nisdeusenisuen msdanisedets
vosilelefi uaznisdeasuuug il

This course includes: Packet switching communication; VolIP related protocols; VolP security; VolP
signaling and call processing; global interfacing; network management for VolP and unified

communication

NEISO724  $90lamiznnaiussuUA3eu809ANT 3(3-0-6)
(Selected Topics in Enterprise Network System)
Awnderuneu : il
Prerequisite : None

Fiiaseuaquindefideatomsdussuuaiots Gldldussqedluindu 1 lundngns

This course could be any relevant topics in enterprise network systems that are not covered in the

curriculum.
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v, urusnusiuasaendeluiuas
NEISO730  msianzduuiagnaaeumusiunsaonss 3(2-2-5)
(Hacking and Penetrate Security Testing)
FwdsAuneu : NEISO706 1A308ABLNIADS
Prerequisite : NEIS0706 Computer Networks
%wf'jmauﬂquﬁaﬁﬁaﬁﬁwﬁaaﬁu M71ATIEALAYNTUTITIUANNIASIYISEUUANTAUINA  N15ATINNT0A
Timiuazgndeuluszuulasnisangssuy nnsvh Penetration Testing Mauuy Black-Box waz White-Box ifle
Usziluanuudannsawesssuy  n1suszaiadeyauasnisadnaseanu anusiunsUaenioiveaiu Anw
nszvruMsadauvasafetiledesiunislandlusuiuusing  suilufenssuiunistadednilussuy
asaumakazlassauaetiefiugu
This course includes: Analysis and risk assessment of IT system; vulnerability check; penetration
testing including white-box and Black-box to evaluate the system; process and report the problem;

web security; kinds of attacking; hardening IT system and Network Infrastructure

NEIS0731 nsdansaudUiRmsauiunsasndoasaume 3(3-0-6)
(Management of Information Security Operation Center)
deduneu : Ll
Prerequisite : None
Anilaseunquideiisitostiu amsmvesguiaunIasafasauma  nsdnnisanudss n1s
Fansivmmsal msinszimssumnuiunasafoansauma msusziuauamnsavesaudui R
nagnsveaudu)URng Iﬂsaa%ﬁqﬁugmﬁuaaﬂuéﬂﬁﬂ’ams N133AN15%09nd N1TIANITAULE ENTLUIUNTT
waluladiiieatosThis course includes: Overview of information security operation center; risk
management; incident management; information security analysis; assessing seccurity operation
capabilities; SOC strategy ; SOC infrastructure; vulnerability management; people and process
management; SOC related technologies.
NEISO732  ewynssulewvesuasnisiigivanguidva 3(2-2-5)
(Cyber crime and Digital Forensic)
Fwdsduneu : Ll
Prerequisite : None
%wﬁmamquﬁﬁaﬁ'L?ﬁ'm%’aqﬁ’u nguefiisatestuenvynssumisaeuinnes dnvazuazvinves
omgnsslived Tumeumsiuaue g nssITReLRIADS nsfigaivangumumieaud syt
vostoya ngraneiieatos nsdifinwvesnsduauevgnssumsnoniimes
This course includes: Types of cyber crimes; digital forensics procedures; memory Forensics; data

Layers; related Laws; case Studies in digital forensics

NEISO733  musfunsUasasoumaIetioasels 3(2-2-5)

(Modern Networking Security)
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Fvdsduneu : Ll

Prerequisite : None
%WﬁﬂiwﬂquﬁﬁaﬁLﬁm‘ﬁ'a\‘iﬁu AusiuAsaonfa AR mmﬂ"umﬂaamﬁﬂuuqﬂﬂizﬁmgauﬁ AU
funsaendsuueseteleledl amnusiunsasafouuilelefivaznisdeansuuugding
This course includes: Cloud computing security; secuirty on mobile devices; loT security; VoIP and

unified communication security

NEISO734  shidelamgmesnunnusiunsaenselues 3(3-0-6)
(Selected Topics in Cyber Security)
Andedunou : Ll
Prerequisite : None

Aniinsounquiadeiiieadesmetuauiiunsansaune ddldldussqegluindu q Tundngns

This course could be any relevant topics in cyber security that are not covered in the curriculum.
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3. WHUTILAAINTINTZAEANUTURAYOUINATFIUNANTSITEUSINUANGATEI183Y1 (Curriculum Mapping)

1. AMIGTIU A3U5ITY

(1)
2)
(3)
(@)
(5)

1ty 5981 wazlliaUTuRnYeUgIdaneY ITnnavdny
U UAntneiennssTLaEasYsTTY

o 6

AsevinluANsTIN 2385554 Hvany uasdedndaasn

q
a o

finnzganuduihuazdnu ansovhouduiinuazaunsoudladedauduwasdduruddy
wnInavuazsuilsruAniiuuesdu samiaasnlunaewasdnaesvosruluaywd

2. a3

(1

2)
(3)
(@)
(5)

dlauagiinzindnmuasnguinisiidmnssnedetns saisussygndanmd fnvsuaznisldiededie
Fmnzaufunisuidem

ansarhvanmskasnguiluussendldednamunzanivaniunisalas

dilauagiinsest sonuuu finds Usuugsssuuedetnelvinssitudervue
ansafnnuANUNIMINNswagiiauinsveanalulagszuuiaiedng
faudmnudlanazaulaiannaug eudingysiimnssueietisetdeiiies

3. yinwen1aleyan

(1

fruanunsalunsiesizianiunisal Tegldwdnnisiilddnu nasnauamnsatiniuludszgndly
anamnssula

ansauseynanuianueiunisuiledymminidmnssueseingldegaumingay
fianuaulalidvainug

Anegnsiitansuuuazegralusyuy

ansndudy fiany wazUsaiuansauma wieldlunisudlodgmegadassd

AN1N305IUT Anwn WAzt wavasUussinulymuazausieanis

4. MinweANUAUTUSTENINIUARARAE AN URAYBY

(1
)

=

(2
3
(@)

aunsavinusmAuBulsidueened uazanunsaususuirfuaniunisaluay Sausssuesdns
fianusuiinveulunisnsyyiveswuieuas Sulingounulungy
ausaUFuRudivanIunsaluas s IILOIANS
ansnsnliauiswdeusssuenuasankAnuAdymanusaline Tunduvisluunumaesiin

vIsluunuImvas TN

5. INWENTHATILMTIAIAY N5EBET waznsiomaluladansauLne

(1) a1u19ad0a15MIn ¥ nenarA1B18Ingued 1Nl UTEANSAIN @1819081UA13 LONA1TIVINIT

MwansUsenalas 1de ﬂi%g‘d WUUYBINITEONITULE UYL AL

2 awnsaltinalulagansaunalunmsiiunuudeyanasinauesenu

v

(3) Tmnudiugiunnademaniuavataluduiagiiasigianiunisel saenduaueteyalaglindnamans
g

VERRA
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WNUTILEAINITNTERNEANUTURAYBURBNANTSISBUSE5183%7 (Curriculum mapping)

@ ANUSURAYBUNAN O ANMUSURATDUTDY

uAa. 2

1.AUETTU 238555 2.A7743 3.9inwenetyan 49nve 5.9inwen1s
ANMUALNUS AATILITS
FEMINIYARALDY fae
5187397 o a o
AVINSURRYaY | dedns way
A5
walulad
ansauna
1 213 4 |5 213 21314516 1 213 q 1 213
NEISO700 Sesdeuinn1sivg
o @) o @)
(Research Methodology)
NEISO701 Afinfnansd1nsuanuide
. ° ° ® O °
(Mathematics for research)
NEISO706 vA30U18ALNIHDS
o @) o @)
(Computer Networks)
NEIS0707 wdnnnsdnftuvedninusiunsasnsdossuvatsaumne
(] (] [ ] @)
(Fundamental of Information System Security)
NEIS0708 n15tQgulUswnsuaen1e1a@nsun
o o O|l @
(Script Language Programming)
NEISO709 wmATAN1SaINThazLsma
o O @)
(Switching and Routing Techniques)
NEISO710 anusiunsUasnsieirsasng e O ) o O
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uAa. 2

1.AUEITU 238555 2.A7743 3.9inwenetyan 4 yinwe 5.9inwen1s
ANMUALNUS AATILMTS
FEMINNYARALDY fae
5187397 o a o
AVNSURRYaY | dedns way
A
walulad
ANSAUNA
1 213 4 |5 213 2131415 1 213 q 1 213
(Network Security)
NEISO711 mmgmﬁLﬁ'm%aﬂﬁuﬂﬁ%’mmisswmiamm
o o o O
(Information System Management Related Standards)
NEISO712 nM5USEUIAKNAUUARINLAL AT ITIY
o o o @)
(Cloud Computing and Implementation)
NEISO713 NM1SUSMISLATBUNEMATITLUU
. ° ° °
(Network and System Administration)
NEIS0702 dulun 1
o o o o o
(Seminar 1)
NEISO703 &usun 2
o o o o o
(Seminar 1)
NEISO704 Angnfinus 1
o o [ ] o
(Thesis 1)
NEISO705 3neniinus 2
o [ ] o
(Thesis II)
NEISO714 nsAnwnAuaIndase 1
o o o o
(Independent Study 1)
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uAa. 2

1.AUEITU 238555 2.A7743 3.9inwenetyan 4.9nwy 5.91N¥eN13
AMUALAUS | AAsIzAT
FEMINNYARALDY LAY
1831 o = o
ANUTURATRU | #0ans WAz
nsld
malulad
aTAUNF
11213415 213 213|415 112 (3|4)1|2]3
NEIS0715 n1sAnwAuAiINdase 2
[ ] ]
(Independent Study 1)
NEIS0720 wn§etnerioshulians
. [ ] OAN ) [
(Wireless Local Area Network)
NEIS0721 wialulaginseunaisln
(Modern Networking Technology) [ O o
NEIS0722 walulafgudnansieyauaznisiiasanioaaio
o ° O ° °
(Data Center and Virtualization Technology)
NEIS0723 Flelof uaznisdeasuuugils
o O
(VolP and Unified Communication)
NEIS0724 $4oiangnAIusEUuLA30U188IANT
o _ [ O o
(Selected Topics in Enterprise Network System)
NEIS0730 nsugnuasnaaeuauiunsasnsy
OGN [
(Hacking and Penetrate Security Testing)
NEIS0731 msdnnsaudufdinisanusiunsasnsie
[ o o O o
ANTAUNF
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1.AUEITU 238555 2.A7743 3.9inwenetyan 49nve 5.9inwen1s
ANMUALNUS AATILMTS
FEMINNYARALDY fae
5187397 o a o
AVNSURRYaY | dedns way
A
walulad
ansauna
1 213 4 |5 213 2131415 1 213 q 1 213
(Management of Information Security Operation Center)
NEIS0732 o1vaunssulatuasuazn1siaatindngiuaida
o Y o9
' . . O o o
(Cyber crime and Digital Forensic)
NEIS0733 Ayusiumalasnnsuuaseuieas sl
, , ° ° ° O
(Modern Networking Security)
NEIS0734 idamaniznisnuanuiuasuasnselouas
o , ° ° O °
(Selected Topics in Cyber Security)
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